NHOOPMAINMNOHHASA MNAMATKA AJIA OBYYAIOIMUXCA 1JIAA PASMEINEHUSA
HA O©PUIINAJIBHBIX HHTEPHET-PECYPCAX

C KaX/1pIM I'0ZIOM MOJIOIEKH B HHTEPHETE CTAHOBUTHCS 0OJIbIIIE, a IIKOJIBHUKU OJTHU U3 CaMbIX
aKTHBHBIX ITOJIb30BaTese Pynera. Mexxay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXXHOCTEH, HHTEPHET HECET U MPOOJIeMBbl. DTa MamsITKa JOJDKHA IIOMOYb Tebe 6e301macHo
HaxOJUTHCS B CETH.

KoMnbrorepHble BUPYCBI

KoMIbploTepHBIi BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrPaMM, OTIMYUATEIBHON
0COOEHHOCTBIO KOTOPOM SBISIETCS CIIOCOOHOCTh K pa3MHOKEHMIO. B ononHeHue K 3Tomy,
BUPYCBHI MOT'YT ITOBPEIUTH WIH MOJHOCTHIO YHHUTOXHUTH BCe (hailibl U TaHHBIE,
HOJKOHTPOJIBHBIE TI0JIB30BATEII0, OT UMEHU KOTOPOro ObliIa 3allyllleHa 3apa)XKeHHasl Iporpamma,
a TaKk)Ke MOBPEIUTh WIH AaXKe YHHUTOXKHTD OIEPALIMOHHYIO CUCTEMY CO BCeMH (hailiiamu B
1esoM. B OosbIIMHCTBE CilydaeB paclpOCTPaHSAIOTCS BUPYChI YEPEe3 UHTEPHET.

MGTOZIBI 3alIUTBI OT BPCAOHOCHBIX ITPOTrpaMMm:

1. Hcnonb3yii coBpeMeHHbIE ONIEPaLlMOHHBIE CUCTEMbI, UMEIOILINE CEPbE3HbIN YPOBEHD
3aIIUTHI OT BPEIOHOCHBIX IIPOIPaMM;

2. TlocrosiHHO ycTaHaBiMBal natyu (IU(PPOBBIC 3aIUIATKH, KOTOPBIE aBTOMATUYCCKH
YCTaHABIIMBAIOTCSA C TEJIBIO IOPA0OTKH MPOTPAMMBI) U JpyTrre OOHOBJICHHS CBOCH
omnepanroHHoN cucteMbl. CKaunBai UX TOJIBKO C O(UIIMAIBHOTO caiiTa pa3paboTunka
OC. Ecnu cymiecTByeT peskuM aBTOMATHUYECKOTO OOHOBIICHUS, BKIIIOYH €T0;

3. Pabortaii Ha cBOeM KOMITBIOTEPE I10]] TPaBaMH [10OJIb30BATENS, @ HE aAMUHUCTPATOPa. DTO
HE MO3BOJUT OOJIIIMHCTBY BPEIOHOCHBIX MTPOrPaMM MHCTAJIIMPOBATHCS HA TBOEM
NEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE MPOIYKTHI U3BECTHBIX MPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub GU3NYECKUN JOCTYH K KOMIIBIOTEPY /U1 TOCTOPOHHUX JIMIL;

6. Mcnonp3yii BHEIIHME HOCUTENN HHPOPMALIMK, TaKue Kak ¢uielika, JUCK Uiu (Gaiii u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIBIOTEPHBIC (aiiIIbl, TOTYYCHHBIC U3 HEHAIC)KHBIX HCTOYHUKOB. Jlaxe
Te (aiiIpl, KOTOpPBIe PUCIIAT TBOW 3HAKOMBIN. JIydille yTOYHH y HETro, OTIPABIISLI JIU OH
Tebe ux.

Ceru WI-FI

Wi-Fi - 310 He BHJ mepeiaun JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIUIIb OpeH 1, mapka. Eme B 1991
rojly HUJepaHJcKas KoMranus 3apeructpuposaia openn "WECA", yto o6o3Hauano
cioBocouetanue "Wireless Fidelity", koTopblii mepeBoautcs kak "GecripoBoHas TOYHOCTD'.



Jlo Hamrero BpeMeHH JI0IUIa apyras abOpeBuarypa, KoTopas sSBJISICTCS] TAKOH K€ TEXHOJIOTHEH.

Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha CTAaHAAPT BBICIIECH

3BykoBo#i TexHuku Hi-Fi, uro B mepeBose o3HavyaeT "BbICOKasi TOYHOCTH'.

Ja, 6ecrutaTHBI HHTEPHET-IOCTYI B Kae, OTENAX U adpoIopTax ABJISETCS OTIIMYHON

BO3MOJXHOCTBIO BbIXOJIa B UHTCPHCT. Ho muorue OKCICPTHI CUUTAIOT, YTO O6IJ.[€I[OCTYHHBIC Wi-

Fi cetu He aBnsAroTCS OE30I1aCHBIMU.

CoBertbl 110 Oe30MacHOCTH paboThI B 001IEI0CTYIHBIX ceTsix Wi-fi:

1.

He nepenapaii cBoro muuHyro nHpopManuio yepes odmieaocrynasie Wi-Fi cern. PaboTas
B HHX, JKEJIATEIIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTUHBI U KAaKUE-TO HOMEpa;

Hcnone3yit 1 0OHOBISN aHTUBUPYCHBIE POrpaMMbl U OpanaMayep. Tem cambIM Tbl
o0e3omnacuiib cedsl OT 3aKaYyKU BUpyca Ha TBOE YCTPOMCTBO;

[Tpu ucnons3oBanuu Wi-Fi otkmoun Gynkuuro "O06muii goctym k Qaitnam u
npunTepam". JlaHHas QyHKIMS 3aKphITa TI0 YMOJIYAHHUIO, OJJHAKO HEKOTOPHIE
N0JIb30BATEIIM AKTUBUPYIOT €€ JIJIs y00CTBa MCI0JIb30BaHus B paboTe wim y4eoe;

He ucnons3yit nyonuunsiit WI-FI qy1st nepegauu TMYHBIX TaHHBIX, HAIPUMED VIS
BBIX0/Ia B COL[MAJIbHBIE CETU WJIU B AJIEKTPOHHYIO MOYTY;

Hcnons3yit Toapko 3amuineHHoe coequnenue yepes HTTPS, a e HTTP, T.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

B MmoGunbsHOM Tenedone orkimoun pynkmuro "Tlogkmouenne k Wi-Fi aBromatiuaeckn'.
He nomyckaii aBToMaTH4ecKoro nojAKI0YeHus ycTpoiicTa k cetsim Wi-Fi 6e3 TBoero
corjacusl.

ConuanbHble CETH

COIII/IaJ'IBHI)IC CCTU aKTUBHO BXOJAIT B HAIly )KU3Hb, MHOTHEC JIFOIN pa60Ta}0T H )XUBYT TaM

IMOCTOSSHHO. MHOTHE MOJI30BaTSIIN HE IIOHUMAKT, 4YTO I/IH(l)OpMaIII/Iﬂ, pasMCICHHasd MU B

COHUAJIbHBIX CCTAX, MOXKET OBITh HalJICHa ¥ UCII0Jb30BaHa KEM YroaHo, B TOM YUCJIC HC
00s13aTeNBHO C OJIaruMHU HaMCpPCHUAMMU.

OCHOBHBIE COBETHI IO OC30IACHOCTH B COIMAJIBHBIX CCTAX!:

1.

Orpanuyb crucok Apy3eil. Y Tedst B Ipy3bsiX HE T0JKHO OBITh CIIyYailHBIX U
HE3HAKOMBIX JIIOACH;

3amnuian cBoro 4acTHYIO »Ku3Hb. He yka3wiBail maponn, TelieoHsl, agpeca, 1aTy TBOETO
b b

POXKICHUS U JPYTYIO JIMYHYIO HHPOPMAIHUIO. 370YMBIIUIEHHUKH MOTYT UCIIOJIb30BaTh

Jaxe I/IH(l)OpMaI_[I/IIO O TOM, KaK Thl 1 TBOH pO)II/ITeJ'II/I nnaHpreTe HpOBeCTI/I KaHI/IKy.]'IBI;

3amuiai CBOO penyTaIuio - AEp>KU €€ B YUCTOTE U 3a/1aBail cebe BOIpOoC: XOTe OBl THI,
YTOOBI JpyTHe MOJIb30BaTENN BUIEIH, YTO ThI 3arpyxaeis? [Toaymail, npexae ueM 4ro-
TO ONyOJIMKOBaTh, HANIUCATh U 3arPy3UTh;



4. Ecnu Tl TOBOPULIB C JIOAbMH, KOTOPHIX HE 3HAEIIIb, HE HCIOJIb3Yi CBOE peaibHOE UMS U
JPYTyIo JTUUHYIO0 HH(GOPMALIUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eObl U MpoYee;

5. MU3b6eraii pazmemnienus pororpaduii B iaTepHeTe, rae el H300pakeH HaA MECTHOCTH, TI0
KOTOPOH MO>KHO ONPEAETUTh TBOE MECTOIIOIOKEHHUE;

6. HpI/I peructpanuvu B COLIMAJIBHOM CETH H€O6XOI[I/IMO HCII0JIB30BAaTh CJIOXKHBIC ITapOJin,
COCTOAIIMEC M3 6}7KB u HI/I(bp " C KOJIMYCCTBOM 3HAKOB HE MCHEC 8,

7. JIns conupanbHOM ceTH, IOYTHI U IPYTUX CaWTOB HEOOXOAMMO HCIOIb30BaTh pa3HbIE
napoiu. Toraa eciau Te6s1 B3IOMAIOT, TO 3JI0YMBIIIJICHHUKY TOTy4YaT JOCTYH TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Ccpa3y.

:‘)J'IeKTpOHHBIG JACHbI'

DNEKTPOHHBIE IEHBIH - 3TO OYEHb YAOOHBIN CIOCO0 MaTekel, OJHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT MOJIYYUTh 3TH JCHBIH.

3JI€KTpOHHI)I€ JACHBbI'M TOABHUIINCH COBCEM HCAABHO M UMCHHO H3-3a 3TOI'0 BO MHOT'MX
rocyaapCTBax A0 CHUX IIOP HE INPOMNHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (yHKIMOHHUPYIOT M O HUX YK€ TIPONHCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBbIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€E, B
KOTOPBIX pa3pelaeTcs IpOBOAUTh onepanuy 6e3 uIeHTU()UKALUKU T0Ib30BaTeNs, a B
HEaHOHMMHBIX MJIeHTH(UKALKS T0Ib30BATEINA ABISETCS 0053aTEIbHOM.

Taxxe cineayeT pa3nnyarh 3J1€KTPOHHbIE (PUaTHBIE AEHBIU (PaBHBI TOCYJApPCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHbIE He(HUaTHbIE ACHBIM (HE paBHBI TOCY1APCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 0€30MaCHOI paboTe C IIEKTPOHHBIMU J€HbIAMU:

1. TlpuBsixu k cueTy MOOUIIBHBIN TenePoH. ITO caMblil yI0OHBIN U OBICTPBINA CIIOCOO
BOCCTaHOBUTH JOCTYI K cuery. [IpuBsi3anHbIi TenedoH NOMOXKET, eciiu 3a0y/ellb CBOI
MJIATEKHBIN MMapOJIb WU 3aieIb HAa CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. Wcmonp3yii oiHOpa3oBbie mapoiu. [locie mepexomaa Ha YCHIICHHYIO aBTOPU3AIIHIO TeOe
yKe He Oy/IeT yrpoaTh OIMTACHOCTh KPayKU WJTH TIEpexXBaTa MIaTeHOTO MapoIs;

3. Bribepu cnoxHbIi mapons. [IpecTynHukam OyJeT He POCTO yrajaTh CIOKHBIA apoib.
HanexHsle mapomnu - 3T0 naposin, KOTOpbIe COAEPKAT HE MEHEe § 3HAKOB U BKJIIOYAIOT B
ce0st CTpOUYHbIE U MPOMUCHBIE OYKBBI, IUPPbHI U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK
noiapa, GpyHTa, BOCKIMIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIE TAHHBIC HA CAalTaX, KOTOPHIM HE JIOBEPSIEIIIb.
DJIEKTpOHHAA 1MOYTa

DJIEKTPOHHAs [0YTa - 3TO TEXHOJIOTHS U MPEIOCTABISIEMBIE €10 YCIYTH 10 EPECHUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHHIA, KOTOPBIE PACTIPEACTISIOTCS B KOMITBIOTEPHON CETH.
OOBIYHO JIEKTPOHHBIN TTOYTOBBIN SIIIUK BHITIISIUT CIEIYIOMAM 00pa3oM:



uMs_TIOJIb30BaTeNss(@uMsl_oMeHa. Takke Kpome rnepeaayu MpocToro TeKCTa, UMeeTcs

BO3MOXHOCTb IepeiaBaTh (paiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTe ¢ AINEKTPOHHOU MOYTOM:

1.

Hano BeIOpaTh IpaBUIIBHBIN MOYTOBBIA CepBUC. B MHTEpHETE €CTh OTPOMHBII BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYUIIE JOBEPITh TEM, KOTO 3HACIIb U KTO
MIEPBbIA B PEUTUHTE;

He yka3piBaii B IMUHOM mouTe TMYHYIO HHpopManuio. Hanpumep, aydiie BoIOpaTh
"My3bIKaNIbHBIN (aHaT@" wim "pok2013" Bmecto "Temal3";

Hcrnonp3yit AByXATAHYIO aBTOPU3ALNIO. ITO KOTJ1a TOMUMO ITapoJisl HY)KHO BBOJAUTH
KO/I, IpUcChIIaeMbIi 10 SMS;

Br16epu crioskHbIN 1aposib. st KaXa0ro MoYTOBOTO SIIUKA JOHKEH OBITh CBOM
HAJICKHBIN, YCTONYUBBIN K B3JIOMY IIapOJib;

Ecnu ectb BO3MOKHOCTB HAaIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCITOJIB3YH ITY
BO3MO>KHOCTB;

Hcronb3yil HECKOIBKO IIOYTOBBIX AIMKKOB. [IepBbIi [UIsl 4aCTHOM NEPETUCKH C
azipecaTamMu, KOTOPBIM ThI IOBEPSICILb. JTO ANEKTPOHHBIN aJpec HE HaJl0 UCII0JIb30BATh
IpU perucTpanuu Ha opymax U cairax;

He otkpeiBaii ¢aitsibl u qpyrue BIOKEHUS B TUChMaX, JaKe €CIIM OHH MPHIILTH OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (paiiisr;

[Tocne okoHYaHus pabOTHI HA IOYTOBOM CEPBHUCE MEPE] 3aKPHITHEM BKJIAIKU C CAUHTOM
He 3a0y/b HakaTh Ha "BoriiT".

KuOepOyiuHr niy BUPTYyaabHOE U3/1€BATEILCTBO

KI/I6ep6y.]'IJ'II/IHF - [IpeCJICAOBAHNC COO6H_ICHI/IHMI/I, COZACpKallluMun OCKOp6J’IeHI/I$I, arpecCuro,

3aIlYIrMBaHUC; XYJIIMTAaHCTBO, COLIMAJIbHOC 601\/’IKOTI/IpOBaHI/Ie C IMOMOUIBIO PA3JIMYHBIX UHTCPHECT-

CEPBHCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KUOEPOYIITUHIOM:

1.

He Gpocaiics B 60i1. JIyummii cioco0: mocoBeToBaThCs Kak cedst BECTH U, €CIM HET TOTO,
K KOMY MOXHO O0paTHThCs, TO BHaYalle yCIOKOUThCs. Eciiu Thl HauHeIb oTBeYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHMSI, TO TOJIBKO €l1le 0O0JIbIIe pa30XKellb KOH(IIUKT;

VYmpasinsii cBoeil kubeppermyTaluei;

AHOHHMMHOCTH B CETH MHHMAS. CyIJ_ICCTBy}OT CITIOCOOBI BBISICHUTDH, KTO CTOMUT 3a
AHOHUMHBIM aKKayHTOM;,

He crout Bectu Xynuranckuii o0pa3 BUpTyaabHOU *U3HU. IHTepHET QuKcupyeT Bce
TBOM JICMCTBUS M COXpAHSET UX. Y AAUTh UX OyAeT KpaifHe 3aTpyIHUTEIbHO;

Co0mro1ait CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;



6. UrHopupyii equHUYHBIN HeraTuB. OTHOPA30BBIE OCKOPOUTEIbHBIC COOOIICHUS JTYYIIIe
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOU CTaIuH;

7. ban arpeccopa. B [mporpamMmmax 0oO0MeHa MTHOBEHHBIMHU COO6H_I6HI/IHMI/I, B COIMAJIBHBIX
CETAX €CTh BO3MOXXHOCTbD 6JIOKI/IpOBKI/I OTIIPpaBKU COOGH.[CHI/II\/JI C OIIPCACIICHHBIX aAPCCOB;

8. Ecnu b cBUeTENh KHOSpOyUMHTa. TBOU AEHCTBHUSA: BHICTYIIUTH [IPOTUB
HpeciieIoBaTels, M0Ka3aTh €My, UTO €ro JACHCTBUS OLCHUBAIOTCS HETaTUBHO,
HOJ/ICPKATh JKEPTBY, KOTOPOH HY)KHA MICUXOJIOTHMUYECKAst TOMOIIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCHBHOTO TIOBEJICHUS B CETH.

MoOwibHbBIN TenehoH

CoBpeMeHHbIe cMapT(OHBI U IIJIAHLIETHI COEPKAT B c€Oe BIIOJIHE B3POCIbIA (YHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbIOTepamMu. OHAKO, CPELCTB
3alIMUTHI U1 HOJOOHBIX YCTPOMCTB IOKA OYEeHb MaJlo. TecTupoBaHHe U MOUCK YA3BUMOCTEH B
HUX [IPOUCXOIUT HE TaK MHTEHCUBHO, Kak Ju1s 1K, To jxe camoe kacaeTcss 1 MOOMIIbHBIX
IIPUIIOKEHUN.

CoBpemeHHbIEe MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAJIN HACTOJIbHBIE aHAIOTH, OJTHAKO
pacmmpenue pyHKIMOHAIA BJICYET 32 COOO0M OOJBITYIO CJI0KHOCTh U MEHBIITYIO 3alUIIICHHOCTb.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBHIBAIOIINE KPUTHIECKHE
YS3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOHUIBHOTO Tene(bOHa:

Huuero He sBisieTcs MO-HACTOALICMY OecIUIaTHBIM. By,HB OCTOPOKCH, BCJb KOI'la TeOe
npeajiararoT OecIutaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITbI KaKUC-TO IIJIaTHBIC YCIIYTH,

Hymaii, npexe ueM otnpaButs SMS, ¢hoto umm Buaeo. Thl TOUHO 3HaeIb, Ie OHU OYAYT B
KOHEYHOM HUTOre?

Heo6xoauMo 0OHOBISATE OMIEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;
Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBbI 1J11 MOOUJIBHBIX TeNe()OHOB;

He 3arpy>1<a171 IMMPUITOKCHUA OT HCU3BCCTHOI'O UCTOYHUKA, BEAb OHU MOTYT COACPIKATh
BPC€AOHOCHOC IPOTpaMMHOC O6CCHC‘ICHI/IC;

I[Tocie TOro Kak ThI BBIH/ICIIB ¢ CaiiTa, TJie BBOJWII JINIHYIO HHPOPMAIIHIO, 3ai/11 B HACTPOWKH
Opaysepa u yaanu cOOKIes;

HCpI/IOIlI/IquKI/I HpOBCpSIfI, KaKUC IJIATHBIC YCIIYI' aKTUBHPOBAHBI HA TBOECM HOMCPE;

JaBaii cBoii HOMep MOOMIBHOTO Tene(oHa TOIBKO JTOSIM, KOTOPBIX ThI 3HACIIH U KOMY
JIOBEPSIEIIIb;

Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia Thl KM HE MOJIb3yenibes. He 3a0biBait mHOT 1A
MPOBEPSITH 3TO.

Online urpsr


https://сайтобразования.рф/

CoBpeMeHHbIE OHJIAH-UTPHI - TO KPaCOUYHbIE, 3aXBATHIBAIOIINE PAa3BICUEHUS, 00bETUHSIONINE
COTHH THICSY YEJIOBEK IO BceMy MHpPY. Irpoku UCCIenyroT JaHHbIH UM MHp, OOIIAIOTCS JPYT C
JPYTOM, BBITIOJIHSIOT 3a/1aHUS, CPAXKAIOTCS C MOHCTPAMHU U IIOJY4aloT OIBIT. 3a YA0BOJIbCTBUE
OHH TUIATST: MOKYMAIOT TUCK, OIUIAYMBAIOT A0OHEMEHT MJTU MPHOOPETAIOT KAaKHEe-TO OIILIUH.

Bce a1u cpeacTBa uayT Ha MOAIEpKAaHUE U PA3BUTHE UTPHI, @ TAK)KE HAa caMy 0€30MacHOCTb:
COBEPILEHCTBYIOTCS] CHCTEMBI aBTOPU3ALINH, BBITYCKAIOTCSI HOBBIE MaTYH (LIU(PPOBBIE 3aIIATKH
JUIsL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTU CEPBEPOB.

B HOI[O6HBIX HUrpax CTouT ornacaTrbCia HE CTOJIBKO CBOUX CONICPHUKOB, CKOJIBKO KPaKHu TBOCTO
apoJisi, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3alluA OOIBIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Beaet ceds MI0X0 WM CO3/aeT Tede HEMPUATHOCTH, 3a0JIOKUPYH ero
B CITUCKE UTPOKOB;

2. HO)KaHYﬁCH AJIMUHUCTPATOpPAaM UI'PBI Ha IIJIOXOC ITOBECACHHEC 3TOI'O UI'POKaA, KEJIaTCIIbHO
MMPHUIIOXKUTDb KaKHC-TO JOKA3aTCJIILCTBA B BUAC CKPUHOB,

3. He yka3bIBaii muuHy0 HHPOpPMAIIIO B Ipodaiiie Uurpsl;
4. VYBaxail ApyTUX YYaCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopHuImaabHbIC TATIA U MO/IBI;

6. Hcmonp3yii CIIOXKHBIC U pa3HBIE MTAPOIIH;

7. I[a;xe BO BpEMs UI'PBI HE CTOUT OTKJIIOYAaTh aHTUBUPYC. IToxa ThI HUIrpacilb, TBOM
KOMIILOTEP MOT'YT 3apa3uTh.

DdumuHT UIn Kpa’xa JIMYHBIX JaHHBIX

OOBIYHOM KpaXkeil eHeT U TOKYMEHTOB CErOHS YK€ HUKOTO He yIUBUIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 37I0YMBIIIEHHUKN IEPEMECTHIINCH B MHTEPHET, U TPOJIOJIKAIOT
3aHUMAaThCA "IMIOOUMBIM" IETIOM.

Tak mosiBuIack HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WK (DUIIKHT, TJIaBHAS LEJIb KOTOPOTro
COCTOUT B MOJIyY€HUH KOH(GUAESHIMATBHBIX JaHHBIX M0JIb30BaTeNel - JOTMHOB U naposieil. Ha
aHruiickoMm s3bike phishing unraercs kak guuuHr (ot fishing - peiOHas nois, password -
apoJb).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenm 3a cBOMM akkayHTOM. Eciu ThI TO/103peBaetiib, YTO TBOS aHKETa Oblia B3JIOMaHa,
TO HEOOXOIUMO 3a0JIOKUPOBATH €€ M COOOIINTh aIMUHUCTPATOpPaM pecypca 00 ITOM Kak
MO>HO CKOpEe;

2. Hcnonp3yii 6e3onacHbIe BeO-CallThl, B TOM YHCIIE, HHTEPHET-Mara3nHOB U TIOUCKOBBIX
CHUCTEM;



3. Hcmonp3yii cliokHBIE U pa3HbIe Tapoiu. TakuM 00pa3om, eciau TeOst B3IOMAIOT, TO
3JIOYMBIIUJICHHUKHA NTOJYYaT JOCTYII TOJIBKO K OJJTHOMY TBOCMY HpO(l)I/I.HIO B CCTHU, a HC KO
BCEM;

4. Ecnu Te0s B3IOMaNU, TO HEOOXOIMMO MPEAYIPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE
no6aBiieHbl y TeOsl B IPY3bsIX, O TOM, YTO T€OS B3JIOMAJIU M, BO3MOXHO, OT TBOETO UMEHH
OyZeT pacchuIaThCs CIIaM M CChUIKU Ha (DUIITMHTOBBIEC CAMTHI,

5. YcranoBu HagexHbii mapois (PIN) Ha MoOMIbHBIH TenedoH;
6. Ortkioun coxpaHeHHe mapoiis B Opaysepe;

7. He otkpbiBaii (ailiibl ¥ Ipyrue BIOKEHUS B MMCbMaX, Jake €CJIM OHU MPUIILIA OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3TH (haiJibl.

[{udposas penyranus

[{udpoBast pemyTarus - 3T0 HeraTHBHAS WU TIO3UTUBHAS HH(OPMAIIHS B CETH O Tebe.
Kommpomerupyromiast mHpopmariys, pa3MeicHHass B HHTEPHETE, MOXKET CEPhE3HBIM 00pa3oM
OTpa3UThCs Ha TBOeH peanbHOM xku3Hu. "L{udposas penyranus" - 3TO TBOM UMUK, KOTOPBIA
dbopmupyercs u3 uHpopMaluu o Tebe B UHTEPHETE.

TBoe MecTO KHUTENbCTBA, y1eObl, TBOE (HMHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapakTepa u
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue moJIpoCTKH JETKOMBICIIEHHO OTHOCSATCS K ITYOJIUKAIIMH JTMYHOW HH(POPMAIIUH B
WuTepHeTe, He MOHUMasi BO3MOXHBIX 1ociecTBUN. Thl 1ake He CMOXKEIllb A0ra/laThCsl O TOM,
yto dotorpadus, pa3mellieHHas 5 JeT Ha3a/l, cTaja MPUYNHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pa3menienue TBoux Gororpadpuii 1 pyrue AeiMcTBUs MOTYT HE HCUE3HYTh JJaxKe
MOCIIe TOTO, KaK Thl UX yJaIUIIb. Thl HE 3HACIIH, KTO COXPaHMII ATy HHPOPMAITUIO, TIoTaja JIu
OHA B MMOMCKOBBIE CUCTEMBI M COXPaHUIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKpYKaroIlIKe JIOAH, KOTOPhIe HAWAYT M YBUIAT 3T0. HaliTu nHbOpMaIuio MHOTO JIET CITYCTS
CMOKET JIt000i1 - Kak 13 10OpBIX TOOYKIACHH, TaK U C HAMEPEHHEM MPUIMHUTD Bpef. ITO
MOKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI IO 3alIUTE UPPOBOI permyTaliu:

1. Tomymaii, mpex/ie 4eM 4TO-TO MyOJIMKOBATh U MepeaaBaTh y ce0si B 6J0re Win B
COIIMAILHOM CETH;

2. B mactpoiikax npoduisi ycTaHOBH OTPaHUYECHHUS Ha TPOCMOTP TBOETO MPOGMIISL U €TO
COJIEP’)KMMOT0, CIIENal €ro TOJIbKO "uIst Ipy3en';

3. He pa3memniaii u He yka3biBail HHPOPMAIIHIO, KOTOPas MOKET KOTO-JIM00 OCKOPOJISITh HITH
00MXKaTh.

ABTOpCKOE ITPaBO



CoBpeMeHHbIE IKOJILHUKHU - aKTUBHBIE TIOJIb30BaTeNN HU(POoBOro mpocrpancTsa. OmaHako
JIaJIeKO HE BCE 3HAIOT, YTO MOJIb30BaHUE MHOIMMHU BO3MOXHOCTSIMH LIU(PPOBOTO MHUpa TpedyeT
COOJIIOJICHHSI TTPAB HA MHTEIICKTYAIBbHYIO COOCTBEHHOCTD.

TepMmuH "HHTEIIIEKTyalbHAsl COOCTBEHHOCTB" OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSAM
YeJI0BEYECKOr0 yMa, HaUMHasl C HOBBIX M300PETEHUH 1 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIIYTH, ¥ 3aKaHYUBasi KHUTaMH, poTorpadusiMu, KHHOPUIbMaMH U
MY3BIKQJTbHBIMH TPOU3BEACHUSMHU.

ABTOpCKHE IIpaBa - 3TO [IpaBa Ha NHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHS HAYKH,
JUTEpPaTyphl U UCKyCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAUECTBE FApaHTUU TOT'O, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/ET HAlpacHbIM, AaCT €My CIIpaBeJIMBbIE
BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOEro TPy/a, OJYyYUTh U3BECTHOCTh U IIPU3HAHUE.
Huxkro 6e3 pa3pelieHns aBTopa He MOXKET BOCIIPOU3BOIUTh €0 IPOM3BEACHUE, PACIIPOCTPAHSTD,
nyOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTUPOBATh, ITYCKaTh B IIPOKAT, MyOIMYHO
UCIIOJIHATD, I0KA3bIBATh/UCIOIHATH B 3(Hpe UK pa3meiaTts B IHTepHeTe.

Hcnonb3oBanue "HI/IpaTCKOFO" MMporpaMMHOIo obOecIieue st MOXKET IMPUBCCTU K MHOTUM
pUcCKaM: OT MOTCPU NAHHBIX K TBOUM dKKAYHTaM O 6J'IOKI/Ip0BKI/I TBOCTO YCTPOﬁCTBa, rac
YCTAaHOBJICHA HEJICTAJIbHAA ITpOTrpaMma. He cTrout Takxe 336BIB21TB, 4TO CYHICCTBYIOT JICTAJIBHLBIC
1 OecIlIaTHBIE ImporpamMmabl, KOTOPbIC MOKHO HaAlTH B CCTH.

O noprane

CereBU40K.p( - TBOM TNIaBHBIM COBETYHK B CETU. 3/IECh Thl MOXKEIIb Y3HATh O 0€30MaCHOCTH B
CETH MOHSATHBIM M JTOCTYITHBIM SI3bIKOM, & ITPH BO3HUKHOBEHUH KPUTHUECKOW CUTYaIlUU
00paTUTHCS 32 COBETOM. A Tak)Ke MPHUHSTh y4acTUE B KOHKYPCaX U CTaTh CAMbIM ITU(MPOBBIM
rpakJJaHUHOM!
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